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Introduction

The Information Commissioner may with the consent of the data controller assess any processing of
personal data for the following of good practice and shall inform the data controller of the results of the
assessment. (DPA s51, 7)

In September 2009 Shropshire Council informed the Information Commissioner of a loss of personal data
contained on a password protected but unencrypted USB memory stick. This device contained a complete
copy of one of the Social Care databases and was sent by post to a contractor in Cardiff by post. The letter
in which the device was enclosed was damaged in transit and the USB stick was lost.

Following investigations into this incident by ICO Enforcement staff, it was agreed that Shropshire Council
would sign an official Undertaking. This required Shropshire Council to comply with various requirements
including controls on storage and transfers of personal data, data encryption of portable electronic storage
devices, security and other checks on third party data processors and adequate training for staff dealing with
personal data.

The Shropshire Council undertaking was signed in December 2009 but in March 2010 the Council reported
another security breach to the Information Commissioner, this time involving Criminal Record Bureau
request paper files. The actual loss occurred prior to the signing of the Undertaking and therefore was not
considered a formal breach of the undertaking but was again grounds for investigation by ICO Enforcement.

Senior Council executives met with ICO Enforcement staff to discuss DPA non-compliance issues and invited
the ICO to Audit DPA related procedures so as to identify areas for improvement and advice on good
practice.

An introductory meeting was held on the 23 July 2010 with Shropshire Council to establish an appropriate
scope for an audit and it was agreed to assess Council procedures and working practices relevant to the
reported data losses.



2. Audit Scope

The audit scope focused on specific processes and activities in relation to subject access requests, to assess how
their implementation contributes to compliance with the data protection principles within the following areas:

Data protection governance within Shropshire Council with reference to its procedures, statements of
internal controls, risk management strategy and risk registers.

Processes and procedures to manage the collection, access, content and movement of electronic personal
data within and between county offices. Processes and procedures implemented, to appropriately secure
such personal data held by Shropshire Council.

Processes and procedures to manage the secure processing and movement of personal data, both manual
and electronic, with reference to staff working from home or otherwise away from the office. This to
include the effectiveness of the methods used to develop and maintain data protection awareness by staff
within the identified directorates.

Processes and procedures to manage the secure processing and movement of personal data, both manual
and electronic, between council premises and third party processors including CRB.

Records management policies and procedures for the weeding and retention of personal data throughout
council departments
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Audit Overall Opinion

On the basis of the work performed, the ICO considers that the current arrangements in place at Shropshire
Council, with regard to data protection governance and effective data security, provide a reasonable
assurance that processes and procedures are in place and being adhered to. Some improvements in
procedures are however recommended to help ensure full compliance with all Data Protection Act 1998
requirements.

Shropshire Council have undertaken major projects to establish common systems and procedures following
the creation of the new Unitary body and have introduced uniform electronic data processing based around a
new central data centre. However, there are still areas for improvement relating to risks associated with the
processing of paper records including the need for improved and uniform security procedures.

We have made one limited assurance and four reasonable assurance assessments where controls could be
introduced or existing controls improved to address the issues identified in the report. Shropshire Council
has submitted a positive action plan to improve their controls which builds on the improvements they were
already making.



Summary of Audit Findings
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Shropshire Council employees generally have a good understanding of DPA principles and how these
should be applied to work practices as a result of mandatory training and key message delivery via
the eShrop intranet.

The council has invested in records management systems to cover both paper and electronic records
to improve tracking and data management capabilities.

Privacy Impact assessments and check lists are being introduced to help identify any data protection
risks associated with new personal data handling systems.

A new network ‘end point’ control system is being introduced to audit and control the use of devices
such as USB memory sticks.

The council has introduced a new secure system for CRB request transfers but this is not being used
universally.

Council policy requires confidential information to be destroyed securely but inconsistent standards
are being applied to the storage of confidential waste and the security of paper files and cupboard key
storage.

There is no reliable system in place to monitor the removal and return of paper files containing
personal data from departments sampled.

Whist the council has a home worker agreement it was unclear whether all staff working at home
have been asked to read and sign it. Staff awareness of personal data security should be reinforced as
part of this process.



